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About MYPINPADPIN: From Brick to Click

MYPINPAD is a global leader in secure personal 
authentication solutions designed to reside on 
commercially available smartphones and tablets. 
Our proprietary technology secures and protects 
the input of sensitive information on touchscreens, 
creating a trusted environment.

MYPINPAD’s innovative solution set removes 
the reliance on secure hardware for personal 
authentication, reducing cost, reducing complexity, 
promoting rapid adoption, and leveraging 
connected capabilities.
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Executive Summary

With smartphone ownership in the UK reaching 
76%¹, smart mobile devices provide the potential 
to deliver ubiquitous services and reach to 
consumers. Consumers check their phones one 
billion times per day looking at social media, 
reading news, playing games and, relevant to this 
survey, engaging in financial transactions from 
shopping and gaming to banking².

The market for paying on a touchscreen device 
is burgeoning with 40% of all e-commerce now 
carried out on a mobile device in the UK and 
that number is rising³. Yet, for all the speed 
and convenience mobile offers, security is still 
the primary concern for the industry and the 
consumer. A 2015 LexisNexis report, for example, 
showed that in the US, while mobile accounted for 
14% of all transactions, it also accounted for 21% 
of all payment fraud⁴.

PIN is a proven, trusted and a familiar method 
of authentication for payments in card present 
environments such as Point of Sale and at ATMs. 

For the majority of consumers globally, PIN 
authentication for transactions is the norm with 
96% of all card transactions using PIN as an 
authentication method⁵. 

The objective of this survey was to find out if 
consumers are ready to use their known and 
trusted PIN on their smart devices when paying 
online just as today they do in the brick and 
mortar environment.

The short answer is: Yes, they are.

MYPINPAD, the global leader in secure personal authentication solutions, 
recently commissioned a third party, unique online survey to explore 
consumer attitudes towards, and acceptance of, using their card PIN for 
mobile commerce transaction authentication.

1. Deloitte, 2015      2. Ibid      3. IMRG Cap Gemini      4. Bloomberg, 2015      5. EMVCo, 2015 6. http://www.gartner.com/newsroom/id/3165317

A Foreword by 
Neira Jones
Advisory Board Member and Ambassador, 
Emerging Payments Association

With the world population now reaching 7.4 
billion and Gartner predicting that there will be 
6.4 billion connected “Things” in use this year⁶, 
it is undeniable that consumers’ behaviours are 
changing at a staggering pace.

Consumer adoption of different modes of 
interaction (be it mobile devices, wearables, IoT, 
etc.) and different channels (such as websites, 
social networks, TV, YouTube, among others) 
suggests the need for speed and modern 
infrastructures. 

As the world goes even more mobile and digital, 
the challenges faced by security professionals 
must not be underestimated. Indeed, the more 
and the faster we connect, digitise, innovate and 
share information, the more risks are introduced 
as criminals also connect, digitise, innovate 
and share information. In order to thrive whilst 
remaining secure, organisations will face the 
challenge of combining consumer convenience 
with effective, strong authentication in a dynamic 
fast moving, multi-channel digital age.

Whilst we all strive for innovation and consumers 
demand more amazing digital experiences, 
the world of retail is changing and recent data 
breaches have increasingly put the safety of 
the consumer and the threat and cost of data 
compromise on the Board agenda. This is further 

compounded by the explosion in FinTech, from 
digital challenger banks to emerging payments 
players, and exacerbated by regulations such as 
the EU General Data Protection Regulation to the 
EU Payments Services Directive 2 (PSD2). 

Indeed, PSD2, with a key focus on protecting 
consumers and opening up access to new 
providers in the payments ecosystem, will drive  
better behaviours by increasing security and 
fraud prevention and notably, by requiring strong 
authentication and accountability for all players. 
Crucially, consumer adoption will be key: those 
organisations able to contribute to the enhanced 
security of the payments ecosystem, without 
compromising convenience and which have a 
thorough understanding of consumers’ behaviours 
and preferences, will be the winners.
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From this initial survey, respondents recognise 
and welcome the potential of PIN to give them 
a greater level of control over their financial 
transactions through step-up authentication 
for high volume and high risk transactions. The 
respondents trust the speed and security offered 
by PIN and are ready to take PIN from the brick 
and mortar environment to mobile; the fastest 
growing platform for digital commerce⁷.

Mobile will continue to grow as a platform for 
commerce and with it, consumer’s desire to 
use their mobiles for remote authentication of 
transactions will also grow.

Why?

At a time of increased data breaches and fears about 
personal financial privacy, consumer trust in PIN is founded 
on more than 10 years of positive experiences in store.

69% feel secure about their transactions in stores thanks 
to their PIN.

Would consumers be comfortable with using PIN to 
authenticate transactions on their mobile?

85% of people surveyed would like to be notified on 
their mobile of any high value transaction and be able to 
authorise it with their PIN.

For myPINpad, from an adoption standpoint, the critical 
question to answer was “how would you feel if, when 
shopping online, you were asked to enter your card PIN into 
your smartphone as part of the payment process?”

90% of frequent online shoppers said they would use PIN 
to authorise payment via mobile.

This game-changing figure indicates that consumers 
are ready to combine their trust of card PIN with the 
convenience of their mobile device. 

Top level results – What 
did consumers tell us?

Feel secure about
their store transactions

69%

Would like to be notified 
of high-value transactions

85%

Would use PIN to authorise 
payment via mobile

90%

“I am already 
comfortable with PIN 
authentication, so why 
not?”

“It’ll give me 
confidence that the 
transaction has 
another layer of 
security”

“It makes fraud less 
likely because my PIN 
wouldn’t be known 
by a fraudster who 
gets hold of my card 
details”

In order to combat increasing levels of online 
fraud and meet PSD2 (The Second EU Payment 
Services Directive) requirements for “strong 
customer authentication”, the payments industry 
should look to provide appropriate, familiar and 
secure processes that the consumer recognises, 
trusts and will use with confidence.

7. Internet Retailing, 2015
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of frequent shoppers said they 
would like to use PIN to authorise 
payments via mobile.

of consumers who 
shop online more 
than once a month 
would like to be 
notified of high 
value purchases 
with the option to 
authorise via PIN 
on their mobile 
device.

of consumers browse, compare 
prices and offers and shop on 
mobile devices.

90% 90%
of consumers who have registered 
their card details online ‘many 
times’ would like to be notified 
of high value purchases with the 
option to authorise via PIN on their 
mobile device.

have registered their 
card details with an 
online retailer more 
than once.

87%77%

82%

means that they have become a critical part of 
our retail and financial lives. Survey respondents 
clearly value mobile as a platform to browse, 
compare and shop.

3) People between ages 31 and 40 tend to be the 
ones who most regularly shop on their mobile 
devices (89%), followed by people between the 
ages of 41 and 50 (82%) and between 18 and 30 
(77%). The figure is lower for older generations 
with only 59% of people aged between 51 and 60 
shopping on mobile devices.

Despite these expected demographic differences, 
there is no age cohort where mobile commerce is 
not used by a majority of consumers, including the 
older, ‘silver surfer’ generation. 

4) Of the respondents who shop online more 
than once a month, 90% said they would like to 
receive notifications of high value purchases on 
their phones and authorise the purchase with PIN, 

1) 80% of respondents shop online, with females 
(36%) more likely to be frequent online shoppers 
than men (30%). As for what shoppers buy, high 
value items, travel and accommodation (73%) are 
the most popular, where shoppers surf for price 
comparisons across sites. People aged between 
31 and 40, and 41 and 50 years old tend to shop 
online more frequently (39%); and 44% of these 
demographics shop once a week, respectively.

The findings from the survey support those 
from other industry investigations into online 
shopping. It is clear that online is very much 
embedded as a common way to shop and do 
business and will continue to grow.

2) 77% of people browse, compare prices and 
offers, and shop on mobile devices (phones, 
tablets).

The fact that mobile devices are something the 
vast majority of us have and use on a daily basis 

Data highlights of the research
whereas those who shop only occasionally the 
number decreases to 76%.

This is a strong show of support from online 
shoppers. Unsurprisingly, the higher frequency 
online shoppers are more open to step-up 
authentication, yet even those who are occasional 
online shoppers are interested in the idea.

5) 82% of respondents have registered their 
card details with an online retailer more than 
once. Registering card details means the check 
out and authentication processes is faster and 
more streamlined for the consumer. Even though 
there have been a number of high profile retail 
data breaches in the last 12 months, this has not 
stopped consumers registering payment details.

Of those who have registered their card details 
online ‘many times’, 87% answered ‘Yes’ when 
asked if they would like to be notified of high 
value purchases on their card with the option to 

authorise via PIN on their smartphone. Of those 
who have registered their details just ‘a few times’ 
or less, 85% answered ‘Yes’.

6) 90% of frequent online shoppers said they 
would use PIN to authorise payment via mobile. 

This is the key survey finding and demonstrates 
clearly that survey respondents are ready 
to embrace and use PIN solutions for mobile 
commerce such as that offered by MYPINPAD.
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What these results mean for ...

The Business Leader
Philip King – Executive Chairman/CEO, MYPINPAD

The Business Developer
David Poole, Global Head of Mobile 
POS Solutions, MYPINPAD

The survey findings confirm our belief in 
our value proposition and that consumers 
are ready to take their PIN from ATMs 
and Point-of-Sale devices in-store to an 
online environment.

Over the last decade, Chip and PIN 
has become an almost universally 
used, accepted and understood way of 
authenticating payments in-store.

When Chip and PIN was introduced, one 
of the key reasons banks and schemes 
were confident in its success was that the 
PIN was already familiar to consumers.

For over 30 years PIN has been used at 
ATMs and consumers were familiar with 
entering a four digit code to access their 
bank account. Its introduction in the UK 
reduced face-to-face fraud by 69%⁸.

It is logical that this familiarity would 
translate into a smooth transition into in-
store Chip and PIN verification.

When Chip and PIN came to the UK in 
2004, it was accompanied by an industry 
backed, full-scale nationwide advertising 
and media campaign explaining to 
consumers both the method and the 
benefits.

The result is that some 10 years after 
Chip and PIN was introduced into 
the UK, the technology and payment 
process has been fully adopted. It is a 
recognised, trusted and universal method 
of authentication for in-store purchases. 
It has successfully mitigated against high 
fraud in face-to-face transactions. 

It would, therefore, not require a huge 
step-change to move from using the PIN 
in-store to using PIN on touchscreen 
devices, especially as it is already used, 
in a variety of forms, as a method of 
authentication. With new third party 
payment providers coming to market 
and regulatory pressure for “strong 
authentication” there are many use cases 
for the secure combination of card PIN 
and smart mobile device.  

This research shows that, as we are now 
embedded in the age of digital commerce, 
having taken the PIN from ATM to store, 
consumers are now ready to take the PIN 
into the digital age, using this familiar 
method to authenticate themselves for 
mobile commerce enhancing security, 
reducing fraud and adding to consumer 
convenience.

“When Chip and PIN 
was introduced, one of 
the key reasons banks 
and schemes were 
confident in its success 
was that the PIN was 
already familiar to 
consumers.”

Research has shown that eight out of 
ten consumers still have concerns over 
mobile payments particularly when it 
comes to security, with 57% of consumers 
citing security as a concern⁹.

So while there is no need to educate 
consumers as to “how”, I would argue that 
there is a need to educate consumers as 
to “why” and “when”.

There needs to be an industry-wide 
concerted and consistent campaign 
explaining how PIN for mobile can 
protect against fraud. This will answer 
those all-important “why” and “when” 
questions. By answering these questions, 
we can then make the transition from the 
acceptance we have seen from survey 
respondents to the active participation 
we need to make PIN for mobile 
transactions a reality. 

8. From barriers to benefits: Exploring EMV adoption in 
the US, GBD

9. Econsultancy, 2015
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MYPINPAD has developed and patented 
a unique real-time tokenisation solution 
for PIN entry that renders the PIN 
unreadable and unrecoverable.

Key to entering the PIN securely into the 
user’s device is the ability to completely 
bypass the various system buffers 
and memory including the screen and 
keyboard buffers.

To achieve this MYPINPAD has developed 
and patented a unique real-time 
tokenisation solution for PIN entry 
that renders the PIN unreadable and 
unrecoverable.

Consumers enter their card PIN into their 
mobile device on ANY smart touchscreen 
device. Neither the customer’s PIN nor 

their financial data is stored on the 
device.

The PIN token is sent securely and 
separately from the payment transaction 
data to a secure environment adding yet 
another layer of security to the payment 
process.

MYPINPAD’s technology brings together 
security and ease of use; two vital 
solutions  to current consumer concerns. 
This is why we are confident it will be 
widely adopted.

What these results mean for ...

The Architect
Justin Pike, Founder, MYPINPAD

One of the defining trends of this digital 
era has been the public’s willingness 
to adopt new technologies. Mobile 
technology has given us all the power 
to work, play, connect and transact 
almost anywhere. Consumers, at an 
almost unprecedented rate around the 
world, have embraced this method of 
connectivity. Yet, it does not mean that 
this transformation has been problem 
free. There have been areas in mobile 
commerce where the technological / 
process requirements have mismatched 
user’s requirements, and security is one 
of them.

People expect to be able to use their 
mobile devices to conduct financial 
transactions. They want to book trips, pay 
bills, do their banking, buy their groceries 
and more.

Yet, online commerce thus far has 
not been truly optimised for mobile. 
Authentication is critical for security in 
e-commerce and m-commerce. 

Current methods create unacceptable 
delays in the mobile commerce 
environment. Consumers expect mobile 
to be swift and frictionless.

MYPINPAD’s PIN 
authentication solution 
emulates the security 
of a traditional 
hardware terminal.
Levels of security that have been in 
use for more than 25 years for ATM 
transactions are now available globally 
on smartphones and tablets, with 
authentication delivered through existing 
payments protocols and infrastructure.
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What are the implications?

Consumers

Taking time to understand drivers of 
consumer behaviour is important as 
we move into an era where we are each 
ultimately responsible for authenticating 
our own identity across multiple 
channels. The consumer acceptance of 
PIN is clear from this initial research. 

Looking more closely at the findings two 
clear trends emerge:

A staggering 90% of consumers who 
regularly shop on mobiles would use 
PIN to authenticate themselves on their 
mobile device. There is a clear consumer 
desire to be able to do this. The onus, 
then, is on banks and merchants to give 
consumers what they want. Step-up 
authentication of high value transactions 
is seen as being of value – this is where 
we see the power of the PIN adding a 
critical additional layer of security for 
higher value transactions.

For higher value purchases, 85% of 
consumers would like to be notified 
of these and be given the opportunity 
to authorise the payment with PIN. It 
is a process that would take seconds 
but would add a critical extra layer to 
provide “strong authentication”.

A 2015 study of mobile commerce 
showed that 55% of UK consumers had 
abandoned a mobile transaction. 27% 
of those surveyed in that study cited 
complex payment processes as a key 
reason behind them abandoning their 
transaction10. 

The message here for merchants is clear; 
the current mobile shopping environment 
is constraining consumer purchasing 
and if they want to halt this trend, the 
payment/authentication process needs 
to be easy, familiar and optimised for use 
on a smart mobile screen format.

MYPINPAD’s research has shown that 
consumers would be happy to use 
their PIN to authenticate themselves 
for mobile transactions. Industry 
research has shown that making the 
checkout process more mobile friendly 
would go a long way to mitigating cart 
abandonment. 

The fundamental message for merchants 
is that we have identified and delivered 
a viable solution to an industry wide 
problem. That is, to use a widely 
recognised and secure method to tackle 
abandonment. Our solution simply 
requires taking a familiar, secure method 
from one commerce platform on to 
another.

‘We have identified 
and delivered a viable 
solution to an industry 
wide problem.’

Merchants
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What are the implications?

Banks

Financial institutions offering any 
form of Internet banking should have 
effective and reliable methods to 
authenticate customers using mobile 
devices. An effective authentication 
system is necessary for compliance 
with requirements to safeguard 
customer information to: prevent 
money laundering, reduce fraud, 
inhibit identity theft and promote the 
legal enforceability of their electronic 
agreements and transactions. But, at 
the same time, the process of accessing 
banking information and making 
transactions cannot be too complex, 
because the customer experience will be 
damaged.

With an increasing number  of small 
and nimble challenger banks and other 
financial organisations set to “replace” 
some of the services mainstream banks 
offer and with consumer behaviour 
evolving and wanting to have swift and 
‘on the move’ banking, traditional banks 
have, in the main, started to embrace 
innovation in their procedures and 
encourage innovation in the market.

Barclays, for example launched Barclays 
Accelerator, a FinTech incubator in 
2014. Already there are new start-ups 

coming from this project such as Aire, 
an alternative credit scoring solution. In 
2015, Visa Europe launched Visa Collab, 
an innovation accelerator.

These are examples of the industry 
giving space and encouragement to 
innovation, not producing it themselves. 
Banks’ ability to invest in innovation 
is in many cases inhibited by the need 
to maintain legacy systems and by the 
overhead of regulatory compliance.

Banks are, however, key to driving 
growth in mobile payments in developed 
countries, as demonstrated by research 
carried out by myPINpad’s partner, 
VocaLink, in their “Next Generation 
Payments Report”11 published in 2015.

This report revealed consumers were 
much more likely to use new payment 
technology if promoted by their bank, as 
they trusted and indeed expected them 
to provide these services.

Barriers to adoption included confusion 
amongst consumers with regards to 
how mobile payments work and a lack 
of knowledge about which brands offer 
which services.

Significantly, half of respondents said 
banking brands would be a key driver for 
them using mobile payment technology, 
again demonstrating the need for 
familiarity and trust.

There is a real opportunity for the card 
schemes to take a leadership role. 
They can help drive adoption of new 
technologies

amongst consumers, as well as helping 
to support best practice around strong 
authentication. In discussions most 
issuers and acquirers ask what the card 
scheme view is. PIN is already recognised 
and rules already exist for its inclusion in 
message streams and, where present, its 
impact upon transactions. 

Of course this does not immediately 
cater for its use in a new digital format/
channel. For this reason MYPINPAD is 
working alongside all interested parties 
to design and implement solutions 

that minimise network and service 
changes while leveraging the massive 
investment made by the industry in PIN 
infrastructure. It is also why MYPINPAD’s 
solution seamlessly acts as a bridge to 
support the implementation of other 
forms of authentication, including 
biometrics.

It is because PIN is a known and trusted 
authentication method that consumers 
support its use. It is a technology 
consumers are already familiar with, 
one they use daily to make in-store 
transactions. For banks, it is a technology 
that respects legacy infrastructure, 
minimises the need for change and can 
be swiftly implemented on their mobile 
payments apps.

MYPINPAD’s solution seamlessly acts as a bridge 
to support the implementation of other forms of 
authentication
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The research shows that consumers 
are ready to make the transition from 
in-store to mobile when using their 
PIN, and that perhaps it’s not so much 
of a jump at all. Consumers want to 
use PIN on mobile devices to add an 
extra layer of security to purchases 
and also to authenticate themselves 
during transactions.

This demonstrates the power and 
flexibility of the PIN. It can be adapted 
to suit the needs of consumers no 
matter how they wish to use it online, 
including as part of a multi-factor 
authentication process, including 
biometrics. If it is simply a matter 
of occasional authentication in 
specific circumstances or recurring 
authentication for all transactions, the 
PIN can do this.

We know that consumers trust and 
value PIN. So do the banks. It is the 
obvious and simple answer to a 
complex problem.

Conclusion
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